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Executive Summary 
 

 
  

The search started by searching using, snort, and finding 6 different connections. Overall, the 
connections seemed normal except for two that needed further investigation. Using Snort, it 
was determined to use a detection rule to facilitate the search for connection request. 
This detection rule monitors suspicious network behavior that could indicate a cyberattack is 
being prepared. Specifically, it looks for a device that sends multiple connection requests 
across different systems or ports in a short time — a common tactic used by hackers to 
"scan" for weaknesses in a network before launching an actual attack. 
When a device sends at least 20 such connection attempts within 5 seconds, the system flags 
it as a potential threat. This helps security teams quickly identify and stop attackers who are 
trying to map out the network to find vulnerable entry points. 
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Findings and Analysis 
 

 

 

 

 

 

 

 

 

It was found that Ip’s 10.3.40.7 and 172.29.0.1 had the most sessions 
suspecting suspicious activity  
  

IP  Src Port  Dst Port Flags  Ack 

10.3.40.7 42292 22 16 1867494313 

          

172.29.0.1 36730 1720 2 0 
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Methodology 

 

 

 

 

  

In this investigation, the primary tools and technologies utilized were Snort and 
Snorby. 

Snort is an open-source network intrusion detection and prevention system (IDS/IPS) 
used to monitor and analyze network traffic in real time. It was employed to detect 
potentially malicious TCP traffic using custom and predefined rule sets. Snort enabled 
the capture and filtering of suspicious network packets, allowing for detailed traffic 
inspection and alert generation. 

Snorby served as the front-end interface for visualizing the alerts generated by Snort. 
It provided a user-friendly dashboard that categorized events by priority and type, 
enabling efficient analysis and interpretation of the data collected. By using Snorby, it 
was possible to track incidents over time and gain insights into the nature and 
frequency of potential threats. 

Together, these tools offered a comprehensive approach to network monitoring, 
detection, and visualization, essential for understanding and responding to 
cybersecurity threats. 
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Investigation Process 

 

 

The first step was to add a simple rule to inspect the TCP traffic in general  
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As shown in the pictures above, the traffic was inspected in the CLI first with the command 
 sudo snort -c /etc/snort/snort.conf -A console 

the command sudo snort -c /etc/snort/snort.conf was placed to send the filtered information in the 
snorby front-end interface. 
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Later a new rule was added to the nano /etc/snort/rules/local.rules   

alert tcp any any -> any any (msg:"Potential TCP Port Scan"; flags:S; threshold:type threshold, track 

by_src, count 20, seconds 5; sid:2000001; rev:1;) This rule is designed to detect a TCP SYN port 
scan, which is a common reconnaissance technique used by attackers to identify open 
ports. 
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Lastly, the traffic shown in snorby is filtered to show only the threat were showing the 
information of the TCP traffic that is searching for open ports. 
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Recommendations 
The source IP 172.29.0.1 was observed performing TCP SYN scans across multiple ports, 
indicating possible reconnaissance activity. The behavior is consistent with pre-attack scanning 
tactics used by threat actors. We recommend blocking this IP at the perimeter firewall, 
reviewing associated host activity, and performing a full investigation to assess exposure. 
Future incidents can be mitigated by enabling stricter egress rules and segmenting sensitive 
assets.  
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